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                研究人員Chaotic Eclipse（Nightmare-Eclipse）疑似因不滿微軟的漏洞通報流程，從4月初開始公布一系列漏洞，包括：BlueHammer（CVE-2026-33825）、RedSun（CVE-2026-41091）、UnDefend（CVE-2026-45498）、YellowKey（CVE-2026-45585）、GreenPlasma，以及MiniPlasma。如今傳出微軟也採取行動，並發布公開聲明指責Chaotic Eclipse的行為。

5月27日微軟資安回應中心（MSRC）發布一篇部落格文章，指控上述漏洞被不負責任地公開，已帶來不必要的資安風險，他們堅決反對這些行為，特別強調他們的數位犯罪調查部門會持續對助長網路犯罪的人士與駭客提出訴訟，並視需要與全球執法機關進行協調。這樣的說法不禁讓人認為，微軟已經打算透過該部門和執法機構來對付Chaotic Eclipse。

值得留意的是，在不久之前，就傳出微軟已對Chaotic Eclipse採取行動。該研究人員先後在5月20日、23日透過部落格文章表示，他原本向微軟通報漏洞的帳號已遭到刪除，後續微軟又將他的GitHub帳號移除，認為微軟正在升級這次的衝突事件，研究人員已將相關儲存庫遷移到GitLab，並揚言將在7月14日採取行動，威脅要讓微軟「粉身碎骨」，並宣布他在GitLab建立的新帳號頁面。不過事隔數日，傳出GitLab在26日將Chaotic Eclipse的帳號移除（目前該頁面顯示此名用戶已被站方封鎖）。

究竟Chaotic Eclipse的身分為何？資安公司Barracuda指出有可能是微軟前員工，但不排除是承包商或外部研究員的可能，該公司指出，這名研究員展現的知識深度，代表他對微軟的程式碼基礎與架構了解程度，是內部人員級別的能力。資安新聞網站Cybernews指出，Chaotic Eclipse正變成資安研究人員眼中，遭到科技公司不公平對待的民間英雄。

微軟在部落格文章裡強調，他們邀集多元觀點，協助資安社群共同合作，以保護每一個人，並承諾該公司致力於透明，且持續創造對話機會。然而，Cybernews發現有多名研究人員對微軟的說法抱持懷疑，紛紛在網路上透露他們向微軟通報漏洞時遇到的挫折經驗，有人表示，通報5個月後，才收到微軟回覆表示「不符合服務水準」的拒絕處理通知，也有人表示，微軟起初不承認他們通報的漏洞，卻在一個月後完成修補。
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A shared responsibility: Protecting customers through
Coordinated Vulnerability Disclosure

MSRC/ByMSRC May 27,2026

In recent weeks several zero-day vulnerabilties have been publicly disclosed. The detais of these vuinerabiltes were not shared with Microsoft prior
o elease, and the disciosures put our customers at unnecessary risk

Every year, we work with hundreds of security researchers through Coordinated Vulnerabilty Disclosure (CVD) — the industry standard that asks
fesearchers to share their findings with affected vendors to give them an opportunity to understand the impact and address it before the details are
made public.

“This partnership allows us to make updates to impacted services before proof-of-concept code can make i into the hands of bad actors. Through this.
valuable partnership we also ensure researchers are compensated for their responsible disclosures and publicly acknowledged for their experise.

‘The wuinerabilties known as RedSun, UnDefend, BlueHammer, YellowKoy, GreenPlasma, and MiniPlasma were not responsibly disclosed. In
response 1o the unnecessary isk created by these disclosures, our security teams have been working around the clock o understand the impact,
protect our customers, and develop securiy updaes.

We remain firmily opposed to these actions, and any disclosure outside proper coordination that could harm our customers and the digital ecosystem.
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